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Four Horsemen of the Apocalypse

4

GAFA IT

EU General 

Data Protection Regulation; Regulation (EU) 2016/679 of the European Parliament  

and of the Council of 27 April 2016 on the protection of natural persons with regard to 

the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC GDPR 1995

Directive 95/46/EC of the 

European Parliament and of the Council of 24 October 1995 on the protection of individuals 

with regard to the processing of personal data and on the free movement of such data

Regulation

GDPR 2016 4 27 2018 5 25
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2018). 
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7

7  F. Bignami, European Versus American Liberty: A Comparative Privacy Analysis of 
Antiterrorism Data Mining, 48 B.C. L. Rev. 609 (2007) pp. 609-610.
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GDPR Jean-

Claude Juncker Towards a better Europe; a Europe that 

protects, empowers and defends 2016 State of the Union 

Address

“Being European means the right to have your personal data protected by strong, 

European laws. Because Europeans do not like drones overhead recording their every 

move, or companies stockpiling their every mouse click. This is why Parliament, 

Council and Commission agreed in May this year a common European Data Protection 

Regulation. This is a strong European law that applies to companies wherever they 

are based and whenever they are processing your data. Because in Europe, privacy 

matters. This is a question of human dignity.”

GDPR GDPR

Privacy is not a commodity to be traded

non-negotiable
8

GDPR 9

IT GDPR

8  Exchanging and Protecting Personal Data in a Globalised World, Communication from the 
Commission to the European Parliament and the Council, Exchanging and Protecting Personal 

9  2018 162
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1 Die Würde des 

Menschen ist unantastbar.

1970
11

liberty

4

12

10  P. M. Schwartz & K. -N. Peifer, Transatlantic Data Privacy Law, 106 Geo. L. J. 115 (2017) pp. 
117-118 (“The roots of this “war” are found in the differing legal approaches to information 
privacy in the two jurisdictions. The differences are institutional, substantive, and, at the same 
time, elusive. Both sides recognize information privacy as an important value yet struggle to 
identify the meaning of core differences and the critical baseline for future collaboration.”).

11  
29 2014 52

12  Sir William Pitt, Earl of Chatham, on the right of an Englishman to be secure in his home (1763): 
“
– its roof may shake – the wind may blow through it – the storm may enter – the rain may enter 
– but the King of England cannot enter; all his forces dare not cross the threshold of that ruined 
tenement”.
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GDPR 1995

Directive Regulation GDPR

1 2 EU

3

1

13  J. Q. Whitman, “The Two Western Cultures of Privacy: Dignity versus 
Liberty”, 113 Yale L. J. (2004) pp. 1151ff; J. -L. Halpérin, “Protection de la vie privée et 
privacy : deux traditions juridiques différents ?”, Nouveaux cahiers du conseil constitutionnel 
no. 48 (2015), p. 59 et s.; 
1 18 2010 131

14  H. Farrell & A. Newman, The Transatlantic Data War: Europe Fights Back Against the NSA, 
95(1) Foreign Affairs 124 (2016), pp. 124ff.
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15  7 Natural persons 
should have control of their own personal data.

16  19 Warren & Brandeis right to 
be let alone S. D. Warren & L. D. 
Brandeis, “The Right to Privacy”, 4 Harvard Law Review 193 (1890) pp. 193ff 1960
Prosser 4 W. L. Prosser, “Privacy”, 48 California Law 
Review 383 (1960), pp.383ff. 

right to control one’s own 
information A. F. WESTIN, PRIVACY AND FREEDOM, Ig Publishing (reprint), New York, 1967, 
p.5
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17

GDPR

2014 5 13 ECJ 

Judgment 13 May 2014 (C-131/12) Google Spain v. AEPD and Mario Costeja González
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16

13
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20

Viviane Reding

As somebody once said: “God forgives and forgets but the Web 

never does!  This is why the “right to be forgotten” is so important for me.
21 GDPR

20  2013 TED Juan Enriquez
“Your online life, permanent as a tattoo” Enriquez 

TED https://www.ted.com/talks/juan_
enriquez_how_to_think_about_digital_tattoos 2019 11 5

21  V. Reding, Privacy matters: Why the EU needs new personal data protection rules; Brussels, 30 
November 2010, available at http://europa.eu/rapid/press-release_SPEECH-10-700_en.pdf 
[latest access: 2019/11/05]. 31 34
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generally 

impossible GDPR

more practical

delisting
25

20

22 ’l data 
privacy L. 1, 2012, p. 7.

23  F. U. Ahmed, Right to Be Forgotten: A Critique of the Post-Costeja Gonzalez Paradigm, 21(6) 
C.T.L.R. 175, 2015, p.176.

24  P. Hustinx, The Right to be Forgotten and Beyond: Data Protection and Freedom of Expression 
in the Age of Web 2.0, Oxford Privacy Information Law and Society Conference, June 12, 2012

60
2 2018 123

25  European Network and Information Security Agency, The Right to be Forgotten: Between 
Expectations and Practice, 2012, p. 7, available at: https://www.enisa.europa.eu/publications/
the-right-to-be-forgotten [latest access: 2019/11/05].
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0 0

IT

26

26  See, European Commission, Questions and Answers – General Data Protection Regulation, 
Brussels, 24 January 2018, available at https://ec.europa.eu/commission/presscorner/detail/en/
MEMO_18_387 [latest access: 2019/11/05] (“The new right to data portability will allow 
individuals to move their personal data from one service provider to another. Start-ups and 
smaller companies will be able to access data markets dominated by digital giants and attract 
more consumers with privacy-friendly solutions. This will make the European economy more 
competitive.”).
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32

42 43

GDPR

33 34

85

GDPR

GDPR 25

by design by default 1990

privacy by design 27 GDPR

by design by default

minimising the processing of personal data  

pseudonymising personal data as soon as possible

transparency with regard to the functions and processing of personal 

27  See, A. Cavoukian, Privacy by Design: The 7 Foundational Principles, available at: https://
www.ipc.on.ca/wp-content/uploads/resources/7foundationalprinciples.pdf (latest access: 
2019/11/05). 

Positive-Sum
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data, enabling the data subject to monitor the data 

processing enabling the controller to 

create and improve security features 78

Data 

Protection Impact Assessment: DPIA 35 28

37

51

52 59

77 79

82

83

2% 1000 GDPR

4% 2000

4 200

28  29 See, Guidelines on Data 
Protection Impact Assessment (DPIA) and determining whether processing is “likely to result 
in a high risk” for the purposes of Regulation 2016/679 (Adopted on 4 April 2017, Revised and 
Adopted on 4 October 2017), available at: https://ec.europa.eu/newsroom/article29/item-detail.
cfm?item_id=611236 (latest access: 2019/11/05). 

CIS https://www.jetro.go.jp/ext_
images/world/europe/eu/gdpr/pdf/dpia.pdf 2019 11 5
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Binding Corporate Rules

Data Protection Authority; DPA
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48 Facebook IT

NSA

31 transatlantic war

29  

GDPR
https://www.ppc.go.jp/enforcement/infoprovision/laws/GDPR/ 2019 11 5

30  2019 1 23
31  See, Panel for the Future of Science and Technology, How the General Data Protection 
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GAFA

2013 JR Suica
32

GAFA

www.europarl.europa.eu/RegData/etudes/STUD/2019/634447/EPRS_STU(2019)634447_
EN.pdf (latest access: 2019/11/05). 2013 Schrems C-
362/14

32  Suica 6
2013 12 19



158 62 2 2020

21:01-02

 

21:04

  

 



GDPR

62 2 2020 159

GDPR

GDPR

GDPR

GDPR

GDPR



160 62 2 2020

OECD OECD

Collection Limitation Principle

Data Quality Principle

Use Limitation Principle

Security Safeguards Principle

Openness Principle

Individual Participation Principle

Accountability Principle

EU GDPR OECD

2003 15

1995 Directive 95/46/

EC
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8  EU 2018 303-305
9  NBL162
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10  2018 7 9 https://diamond.jp/articles/-/174282
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17  https://www.meti.go.jp/policy/energy_environment/global_warming/esg_investment.html
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